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Abstract

Critical infrastructures are the foundational pillars of modern 
society, encompassing essential systems and assets that support 
our daily lives, economy, and national security. These infrastruc-
tures, including transportation networks, power grids, water sup-
plies, telecommunications, and financial systems, play a vital role 
in ensuring the smooth functioning of governments, businesses, 
and communities. Safeguarding these critical infrastructures from 
both physical and cyber threats is of utmost importance in our in-
terconnected world. The global landscape presents various threats 
that can impact infrastructures, such as the Covid-19 pandemic, 
the activities of state and non-state hackers, and extreme weather 
events. Therefore, it is crucial to prioritize the development of resil-
ient infrastructures capable of withstanding crises and maintaining 
stability. This entails adopting information, communication, and 
technology (ICT) platforms that leverage emerging and innovative 
technologies to enhance infrastructure protection. As ICT systems 
evolve and become more interconnected, collaborative, and holis-
tic strategies are necessary to protect critical infrastructure assets 
from an ever-increasing number of evolving cyber threats and dis-
ruptive cyberattacks. Safeguarding high-risk critical infrastructure 
assets, which are vital to safety, efficiency, and reliability, presents 
serious challenges. Recognizing the importance of protecting criti-
cal infrastructure from all types of threats and implementing resil-
ient strategies is paramount. This article begins by describing the 
challenges faced by the United States in protecting critical infra-
structure and assessing its Cybersecurity readiness. It then explores 
strategies for resilience and the urgent need for critical infrastruc-
ture protection. Finally, the authors evaluate the resilience and 
readiness strategies in place for protecting critical infrastructure in 
the United States.
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Introduction 

Critical infrastructures are indispensable for the continuous functioning of soci-
ety. They provide vital services that support economic growth, public safety, and 
overall well-being. Transportation networks facilitate the movement of goods and 
people, powering commerce and daily commutes. Power grids supply electricity, 
enabling industries, hospitals, and homes to operate. Telecommunications systems 
connect individuals across the globe, facilitating communication, commerce, and 
emergency services. Water supply systems ensure access to clean water, a funda-
mental necessity for health and sanitation. Financial systems underpin economic 
transactions, facilitating trade, investment, and prosperity. Any disruption or fail-
ure in these infrastructures can have severe consequences, affecting individuals, 
businesses, and nations at large. The United States heavily relies on the reliable 
and functioning critical infrastructure (CIs) for national and economic protec-
tion. However, it is crucial to recognize the increased risks associated with this de-
pendency. Today, highly digitized, and interconnected CIs, such as healthcare and 
energy sectors, face numerous domestic and nation-state-sponsored threats. The 
cybersecurity readiness in critical infrastructure must ensure the confidentiality, 
integrity, and availability of assets. This includes protecting the creation, process-
ing, storage, and transmission of assets within the system, preventing persistent, 
sophisticated, systematic, and well-funded attacks from both internal and external 
threat actors.

Critical infrastructure operators (Ross, 2018), along with their operational 
technologies (OT), operate complex industrial control (IC) systems, such as Su-
pervisory Control and Data Acquisition (SCADA). These IC systems and equip-
ment monitor and control devices, processes, and events in sectors like power, wa-
ter, transportation, manufacturing, and other essential services. SCADA manages 
programmable systems or equipment that interacts with the physical environment 
in critical infrastructures. Ensuring the safety of critical infrastructure operators 
and their OT, as well as recognizing the need for cybersecurity readiness to protect 
IT infrastructure assets, must be a top priority for critical infrastructure stake-
holders. IT assets in critical infrastructure are considered sensitive resources with-
in IT systems and technologies. Addressing system vulnerabilities and effectively 
responding to attacks is essential for business continuity.

On the other hand, OT assets within critical infrastructure (IEC Technolo-
gy Report, 2019), specifically power systems, have different security requirements 
and constraints. These OT power systems include cyber-operational and physi-
cal systems, each with specific security needs, such as availability, authentication, 
authorization, integrity, and safety levels. Disruptive incidents impacting OT as-
sets can harm the safety and reliability of power systems, leading to catastroph-
ic consequences. Safety-related incidents may result in intentional or accidental 
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mis-operation of OT assets, potentially causing harm or even fatalities, while reli-
ability-related incidents affect the performance of power system components like 
generators, breakers, transformers, power, and gas lines. Addressing vulnerabili-
ties in OT, including poorly protected operational systems, control systems, and 
connected devices, has lagged IT infrastructure protection. Table 1 illustrates the 
priorities and security requirements (confidentiality, integrity, and availability) of 
critical infrastructure IT and OT systems.

Priority C.I.A Description 
IT system Confidentiality 

Integrity
Availability 

Prioritizes confidentiality to protect sensitive 
and private information 

OT system Availability
Integrity
Confidentiality 

Prioritizes availability for safe and reliable 
operations

Table 1 – IT and OT C.I.A priorities and security requirement

Information Protection in Critical Infrastructures

The Whitehouse fact sheet (White House Fact Sheet, 2021) reported that the Unit-
ed States of America ranks 13th globally for overall quality of infrastructure pro-
tection even though it is considered as the wealthiest country in the world. To 
support the economy and security interests, it is important to ensure sufficient 
trustworthiness of systems, products, and services providing Critical Infrastruc-
tures Protection (CIP) to strengthen the critical infrastructure operators and their 
operational technologies. The urgency of protecting critical infrastructures should 
be recognized against cyber threats, natural disasters, and nation sponsor terrorist 
activities to avoid direct effect on the security and resilience of numerous sectors 
that could cause harm with catastrophic consequences.

Providing CIP for critical infrastructure prepare all the sectors to the high-
est standard for disaster preparedness, response, and recovery. For decades indus-
tries and administration (Global Forum on Cyber Expertise Report 2017) priori-
tized protecting critical infrastructures a range of physical challenges and threats 
attacks, such as terrorist acts, sabotage, or natural disasters. These events can cause 
significant damage and disruption to essential services, affecting public safety and 
economic stability. Additionally, the increasing reliance on technology and inter-
connected systems has led to the emergence of cyber threats. Cyberattacks target-
ing critical infrastructures can disrupt operations, compromise sensitive data, and 
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potentially inflict widespread damage. The ever-evolving nature of these threats 
necessitates proactive measures to identify vulnerabilities and enhance protection.

Critical Information Infrastructures (CIIs) refer to the systems and networks 
that are vital to the functioning of a nation, organization, or society. These infra-
structures primarily rely on information and communication technologies (ICT) 
to operate and provide essential services to the public, government, and various 
sectors of the economy. CIIs are crucial for the functioning of sectors such as ener-
gy, transportation, finance, healthcare, telecommunications, and government ser-
vices. Increasing connectivity is a characteristic of CII that recognizes the growing 
interconnectedness of systems and devices. This connectivity enables efficient data 
exchange and integration across various components of the infrastructure, facili-
tating remote monitoring and management. It is essential to recognize the need for 
Critical Information Infrastructures Protection (CIIP) in place for effective CIIs. 
CIIP refers to the policies, strategies, and measures implemented to safeguard and 
secure critical information infrastructures against cyber threats and attacks. Figure 
1 shows the interconnection between CI, CII and ICT infrastructures.

It is crucial for governments, organizations, and stakeholders to collaborate 
and align their efforts to develop and implement integrated strategies that encom-
pass CIP, CIIP, and Cybersecurity to ensure the security, resilience, and continuity 
of critical systems and infrastructure in the face of emerging threats and chal-
lenges. Elements and concepts of Critical Infrastructure Protection (CIP), Critical 
Information Infrastructure Protection (CIIP), and Cybersecurity strategies are in-
terrelated and complementary in safeguarding critical systems and assets. Figure 
2 shows CIP, CIIP, and Cybersecurity strategies share common goals of protecting 
critical systems, assets, and information from threats and disruptions.

Figure 1 – Interconnection between CI, CII, and ICT infrastructures     
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Threats and Risks impacts

Critical infrastructure is susceptible to a range of threats and risks that can have 
significant consequences for societies and economies. The 2023 global risks report 
(World Economic Forum Report, 2023) recognized the cybers threats among the 
top 10 risks. Figure 3 illustrates the threats and risks associated with critical infra-
structure.

Figure 2 – Perspective on CIP, CIIP, and Cybersecurity strategies how 
their elements and concepts align

Figure 3 – Ranking threats and risks associated with critical infrastructure 2023

Addressing these threats and risks requires a multi-faceted approach, in-
cluding risk assessment and management, investment in resilient infrastructure, 
implementation of robust cybersecurity measures, emergency preparedness and 
response planning, public-private partnerships, and ongoing monitoring and mit-
igation efforts. Governments, organizations, and communities must collaborate to 
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enhance the resilience and security of critical infrastructure to ensure the contin-
ued functioning and safety of societies.

Cyber Incidents Timeline

The cyber incidents highlight the increasing sophistication and impact of cyberat-
tacks on critical infrastructure. They underscore the importance of robust cyber-
security readiness, risk assessments, incident response capabilities, and collabora-
tion between public and private sectors to safeguard critical systems and minimize 
the potential for disruptions. The (Center for Strategic & International Studies, 
2023) identified the timeline of significant global cyber incidents since 2006 fo-
cusing on state actions, espionage, and cyberattacks. These incidents illustrate the 
global nature of cyber threats targeting government agencies, defense, and critical 
infrastructures, highlighting the need for robust cybersecurity measures, readi-
ness, and constant vigilance to protect sensitive information and ensure the resil-
ience of essential systems. Figure 4 shows the substantial global cyber incidents 
between 2006 to March 2023.

Figure 4 – Timeline of significant global cyber incidents

Figure 5 – Timeline of significant global cyber incidents targeting critical infrastructure
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Figure 5 shows the substantial global cyber incidents on critical infrastructure be-
tween 2006 to March 2023. The incidents highlight the growing sophistication and 
impact of cyber-attacks on critical infrastructure globally. They underscore the 
need for robust cybersecurity measures, continuous monitoring, and internation-
al collaboration to defend against such threats and protect critical systems. The 
(Washburn and Sin, 2019) dataset collected significant incidents worldwide, uti-
lizing publicly available information, targeting various domains of critical infra-
structures from January 1, 2009, to November 15, 2019. It comprises a total of 130 
incidents specifically directed at critical infrastructure sectors. Figure 6 illustrates 
the notable incidents within different critical infrastructure sectors documented 
during the period spanning from 2009 to 2019.

Figure 6 – notable incidents within different critical infrastructure 
sectors from 2009 to 2019

Based on the graph provided, notable observations can be made regarding the dis-
ruption of critical infrastructure sectors, particularly in the Energy and Transpor-
tation sectors. These sectors experienced a significant spike in incidents, followed 
by the critical manufacturing and nuclear sectors, respectively. This spike can be 
attributed to ransomware attacks like WannaCry and destructive malware such 
as NotPetya, which occurred in 2017. The dataset encompasses two key factors: 
disruptive cyber-physical incidents and disruptive cyber-operational incidents. 
In the case of cyber-physical incidents, malicious activities executed by state or 
nonstate threat actors have had disruptive effects on operational technology (OT) 
systems, devices, and processes, thereby compromising Industrial Control (IC) 
systems. On the other hand, cyber-operational incidents involve threat actors con-
ducting malicious activities that disrupt IT systems connected to ICS or Internet 
of Things (IoT) systems and devices. These incidents can be aimed at managing 
inspections, intelligence preparation of the battlefield (IPB), or stealing intellectu-
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al property (IP) for economic purposes. Figure 7 displays the cases of disruptive 
incidents categorized as cyber-physical incidents, cyber-operational incidents, or 
cases with unknown factors. The data covers the period from January 1, 2009, to 
November 15, 2019.

Figure 7 – Disruptive incidents 

Figure 8 – Critical infrastructure sectors targeted by various threat agents

Based on the data collected, as depicted in Figure 8, it is evident that critical 
infrastructure sectors have been targeted by various threat agents. The dataset re-
veals that the number of incidents attributed to state agents is higher compared to 
non-state agents. This trend can be attributed to the fact that non-state incidents 
in the cyber domain often remain anonymous, making it challenging to attribute 
them to specific entities or actors.
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Critical Infrastructure Protection (CIP) in the United States

Reliable critical infrastructures serve as a lifeline for the United States, supporting 
essential aspects of daily life such as access to clean water, power supply, transporta-
tion, and communications. The definition of critical infrastructures was redefined 
under the Patriot Act of 2001 (Patriot Act of 2001) to encompass a wide range of 
assets, systems, operational technologies, and other vital elements within both the 
physical and cyber environments. Recognizing the importance of protecting these 
critical infrastructures, the United States made it a top national priority, leading 
to the initiation of Executive Order 13636 (Executive Order 13636, 2013) in 2013. 
This order aimed to enhance the cybersecurity of critical infrastructures by pro-
moting the development and implementation of effective measures. Its policy di-
rective is to bolster the security and resilience of the nation’s critical infrastruc-
tures while fostering an efficient, innovative, and economically prosperous cyber 
environment. Additionally, the order emphasizes the importance of maintaining 
safety, security, business confidentiality, privacy, and civil liberties. 

Cybersecurity Enhancement Act 2014 (CEA)

In the United States, critical physical and cyber infrastructures are primarily 
owned and operated by entities in the private sector, as well as federal, state, or 
regional governments. In alignment with the directives of Executive Order 13636, 
the Cybersecurity Enhancement Act 2014 (CEA) (S.1353 -113th Congress, 2014) 
was enacted. This legislation authorized the National Institute of Standards and 
Technology (NIST) to lead efforts in developing a framework aimed at reducing 
risks to critical infrastructures. The CEA focuses on several key areas on in order 
to enhance the overall cybersecurity posture, collaboration between the public 
and private sectors is crucial. By encouraging cooperation and information shar-
ing, both sectors can benefit from shared knowledge and resources, leading to 
improved cyber defense capabilities. 

Additionally, promoting cybersecurity research and development plays a 
significant role in strengthening the security of critical infrastructures. This in-
volves advancing technologies, tools, and techniques to stay ahead of evolving 
threats and vulnerabilities. Another key aspect is education and workforce de-
velopment. Supporting programs and initiatives aimed at developing a skilled 
cybersecurity workforce is essential for addressing the growing demand for cy-
bersecurity professionals. By increasing awareness of cybersecurity best practices, 
individuals and organizations can better protect themselves against cyber threats. 
Raising public awareness about cybersecurity threats and promoting preparedness 
measures is also vital. This includes educating the public about common cyber 
threats, such as phishing and malware, and providing guidance on how to protect 
personal information and sensitive data. Additionally, fostering an understanding 
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of the potential impact of cyberattacks can encourage individuals and organiza-
tions to take proactive measures to mitigate risks. 

Lastly, the advancement of cybersecurity technical standards is crucial for 
improving the security and resilience of critical infrastructures. By facilitating the 
development and adoption of technical standards, such as encryption protocols 
and secure network architectures, we can establish a strong foundation for cyber-
security across various sectors. These standards help ensure interoperability, pro-
mote best practices, and foster a more secure digital environment overall. Through 
the implementation of these initiatives, the CEA aims to enhance the protection of 
critical infrastructures by fostering collaboration, research, education, prepared-
ness, and the establishment of technical standards in the field of cybersecurity.

The aim is to establish a framework that enables owners and operators of 
critical infrastructures to effectively address cyber risks in a prioritized, flexible, 
repeatable, performance-based, and cost-effective manner. This involves imple-
menting information security measures and controls that can be voluntarily ad-
opted. In 2013, Executive Order 13691 (Executive Order 13691, 2013) was issued 
to promote cybersecurity information sharing and engage the private sector in 
exchanging information about cybersecurity risks and disruptive incidents.

The United States Critical Infrastructure Sectors

The United States recognizes sixteen critical infrastructure sectors (CISA Year in 
Review 2022, 2022) that are essential for the functioning of society and the econ-
omy. These sectors, as identified by the Cybersecurity and Infrastructure Security 
Agency (CISA) (H.R.3359-115th Congress, 2018). The critical infrastructure of 
a nation comprises various sectors, each playing a vital role in the functioning of 
society. 

The Chemical Sector involves facilities engaged in the production, storage, 
and distribution of chemicals, which are essential for numerous industries. The 
Commercial Facilities Sector includes shopping malls, sports arenas, and other 
commercial buildings that provide spaces for business activities and public gath-
erings. The Communications Sector encompasses the infrastructure and services 
responsible for transmitting and distributing communication signals, such as tele-
communications networks and broadcasting systems. The Critical Manufacturing 
Sector comprises industries involved in manufacturing essential goods and ma-
terials, including automotive, aerospace, and defense. The Dams Sector encom-
passes dams and related infrastructure, such as reservoirs and levees, which play a 
crucial role in water management and energy production. The Defense Industrial 
Base Sector supports defense and military operations by providing the necessary 
industrial complex. The Emergency Services Sector encompasses organizations 
involved in providing emergency response and management services, including 
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law enforcement, fire services, and emergency medical services. The Energy Sector 
covers the production, transmission, and distribution of energy resources, such as 
electricity, oil, natural gas, and renewable energy sources. The Financial Services 
Sector involves institutions engaged in banking, investment, insurance, and other 
financial activities. The Food and Agriculture Sector plays a critical role in the 
production, processing, and distribution of food and agricultural products, ensur-
ing food security and supply. The Government Facilities Sector includes facilities 
and infrastructure that support government operations, such as administrative 
buildings and public transportation systems. The Healthcare and Public Health 
Sector comprises healthcare facilities, hospitals, medical supply manufacturers, 
and public health organizations. The Information Technology Sector involves in-
dustries responsible for designing, developing, and maintaining information tech-
nology systems and networks, facilitating communication, and data management. 
The Nuclear Reactors, Materials, and Waste Sector includes nuclear power plants, 
facilities for handling nuclear materials, and sites for the disposal of radioactive 
waste. The Transportation Systems Sector encompasses various modes of trans-
portation, including aviation, maritime, rail, and road transportation systems. 
Lastly, the Water and Wastewater Systems Sector covers facilities involved in water 
supply, treatment, distribution, and wastewater management, ensuring clean and 
accessible water resources for communities. These sectors collectively form the 
critical infrastructure that underpins the functioning and security of a nation, re-
quiring careful attention and protection.

These sectors are interconnected and rely on each other to ensure the re-
liable operation of critical infrastructure. They represent various industries and 
infrastructure components that are vital for the functioning of the nation. Each 
sector has its own unique characteristics, risks, and vulnerabilities. CISA, along 
with sector-specific agencies and stakeholders, works to enhance the security, re-
silience, and preparedness of these critical infrastructure sectors. By addressing 
risks and implementing appropriate protective measures, the aim is to ensure the 
continued operation and protection of these essential sectors in the face of various 
threats and hazards. Table 1 presents the sixteen critical infrastructure sectors and 
their corresponding Sector-Specific Agencies, as outlined in Presidential Policy 
Directive-21 and the 2013 National Infrastructure Protection Plan (National In-
frastructure Protection Plan 2013).
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Sector-Specify Agency Critical infrastructure sectors

Department of Homeland Security 
(DHS)

Chemical Sector
Communications Sector
Dam Sector
Emergency Services Sector
Government Facilities Sector
Information Technology Sector
Transportation system Sector
Commercial facilities Sector
Critical Manufacturing Sector
Nuclear Reactors, Materials & Waste Sector

Department of Treasury Financial Services Sector
General Services Administration (GSA) Government Facilities Sector
Department of Transportation (DOT) Transportation system Sector
Department of Defense (DOD) Defense Industrial Base Sector
Department of Energy (DOE) Energy Sector
Department of Agriculture (USDA) Food & Agriculture Sector
Department of Health & Human 
Services (HHS)

Food & Agriculture Sector

Environmental Protection Agency (EFA) Water & Wastewater systems sector

Table 2 – CISA Critical Infrastructure Sectors

 The 16 critical infrastructure sectors in the United States are intercon-
nected and mutually dependent on each other to ensure reliable operations. Con-
sequently, any disruption or loss experienced in one of these critical sectors will 
directly impact the security and resilience of not only the affected sector but also 
the operational technologies of other sectors. It is crucial to recognize and com-
prehend the interdependencies among these sectors in order to assess potential 
risks and vulnerabilities. Figure 9 provides a visual representation of the interde-
pendencies among the U.S. critical infrastructure sectors.1

The private sector is responsible for owning and operating the majority of 
critical infrastructure sectors in the United States. Establishing strong partnerships 
between the private and public sectors is crucial to enhance security and resilience 
through integrated collaboration and interaction. These partnerships play a cen-
tral role in implementing information sharing and awareness programs, ensuring 
efficient dissemination of critical threat information, risk mitigation strategies, 

1 Critical infrastructure sectors - https://www.cisa.gov/topics/critical-infrastructure-security-and-re 
silience/critical-infrastructure-sectors
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and other sensitive information from state, local, tribal, territorial governments, 
and international partners.

Figure 9 – Critical infrastructure sectors and their Interdependencies

Collaboration Between Public and Private Sector Partners

The Department of Homeland Security (DHS) and the Cybersecurity and Infra-
structure Security Agency (CISA) actively collaborate with public and private sec-
tor partners to effectively manage and safeguard the critical infrastructure of the 
United States. This collaboration is vital for enhancing the security and resilience 
of the nation’s critical infrastructure. Together, these agencies work closely with 
stakeholders from both sectors to ensure a comprehensive and coordinated ap-
proach to protecting critical infrastructure. To support this unified and coordinat-
ed approach, various councils and initiatives play significant roles. They focus on 
promoting collaboration, information sharing, and efficient resource allocation, all 
of which contribute to enhancing the overall protection and continuity of critical 
infrastructures.

National Infrastructure Protection Plan (NIPP) – (National Infrastructure 
Protection Plan, 2013) serves as a strategic document, guiding federal, state, 
local, tribal, and territorial governments, as well as private sector entities, 
in collaborating and coordinating efforts to protect critical infrastructures. 
The NIPP emphasizes the importance of partnerships and collaboration 
as key components of a successful security and resilience strategy. It en-
courages the formation of public-private partnerships and partnerships 
between government agencies at all levels to leverage resources, expertise, 
and information sharing. Additionally, there are several councils that play 
vital roles in supporting critical infrastructure protection and resilience. 
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Critical Infrastructures Partnership Advisory Council (CIPAC) – (Charter 
of Critical Infrastructure Protection Advisory Council, 2010) serves as an 
advisory body, facilitating collaboration and information exchange be-
tween public and private sector stakeholders. It helps identify and address 
cross-sector issues, vulnerabilities, and interdependencies, while support-
ing the development and implementation of strategies, policies, and pro-
grams to enhance the protection, preparedness, response, and recovery 
capabilities of critical infrastructures. 

Critical Infrastructures Cross-Sector Council (CICSC) – (Critical Infrastruc-
ture Cross Sector Council Charter, 2018) focuses on addressing cross-sec-
tor issues and interdependencies among different critical infrastructure 
sectors. It promotes collaboration and coordination among sector-specific 
agencies, industry representatives, and other stakeholders to identify and 
mitigate cross-sector risks and vulnerabilities. Through the exchange of 
best practices and actionable information, the CICSC contributes to effec-
tive risk management, incident response, and recovery capabilities across 
multiple sectors. 

Federal Senior Leadership Council (FSLC) – (Federal Senior Leadership 
Council Charter, 2021) comprises senior officials from federal depart-
ments and agencies who provide leadership, coordination, and guidance 
to enhance the protection and resilience of critical infrastructures at the 
federal level. The FSLC facilitates collaboration and coordination among 
federal agencies involved in critical infrastructure protection, aligning ef-
forts, and ensuring effective resource utilization. 

State, Local, Tribal, and Territorial Government Coordinating Council 
(SLTTGCC) – (State, Local, Tribal, and Territorial Government Coordi-
nating Council, 2016) serves as a platform for coordination and collabo-
ration among state, local, tribal, and territorial (SLTT) governments. The 
council enables information sharing, enhances preparedness and response 
capabilities, and ensures a coordinated and integrated approach to critical 
infrastructure protection within SLTT jurisdictions. 

Regional Consortium Coordinating Council (RC3) – (Regional Consortium 
Coordinating Council Charter, 2018) facilitates coordination and collabo-
ration among regional consortiums, bringing together stakeholders within 
specific geographic areas. The RC3 supports information sharing, the de-
velopment of regional strategies, and the integration of regional efforts into 
the larger framework of critical infrastructure protection and resilience.

Through the collaborative efforts of these councils and initiatives, a unified 
and coordinated approach is fostered, strengthening the security and resilience of 
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critical infrastructures. They promote effective communication, resource utiliza-
tion, and the sharing of best practices, ultimately safeguarding essential services 
and ensuring the well-being and prosperity of the country.

Information Sharing and Partnerships

Collaborative partnerships, both voluntary and regulatory, along with informa-
tion sharing facilitation and awareness initiatives, play a pivotal role in safeguard-
ing the security and resilience of critical infrastructures [21]. These programs are 
essential for establishing a robust knowledge system that enables the exchange and 
upkeep of critical threat information, risk mitigation strategies, and other sensitive 
assets. By fostering information sharing, collaboration, and coordination, these 
programs, and platforms bolster cybersecurity capabilities, fortify the resilience of 
critical infrastructures and communities, and ensure their enhanced protection.

Traffic Light Protocol (TLP) – (Traffic Light Protocol 2.0 User Guide, 2022) 
provides a standardized framework for classifying and distributing in-
formation based on its sensitivity and intended audience. Information 
is categorized into different levels within the TLP, each serving a specif-
ic purpose. TLP Red designates highly sensitive information that should 
be restricted to individuals with a specific need-to-know within a specific 
organization or agency. Its distribution is strictly limited to that trusted 
circle. TLP Amber represents sensitive information that can be shared 
with a broader audience on a need-to-know basis, especially if it involves 
specific operational details or potential risks that require limited distri-
bution. TLP Green signifies unclassified information that can be shared 
more freely within a community or with trusted partners, such as general 
awareness, best practices, or general threat information. TLP White indi-
cates unclassified information that can be openly shared with the public, 
including general information, public advisories, or educational resources. 
By adhering to the TLP, organizations ensure the appropriate handling and 
control of sensitive information, promoting effective communication, in-
formation sharing, and collaboration while maintaining necessary levels of 
confidentiality and security. The TLP helps prevent unnecessary disclosure 
and potential risks, enabling organizations and individuals to share sensi-
tive information appropriately.

Cyber Information Sharing and Collaboration Program (CISCP) – (Critical 
Infrastructure and Key Resources Cyber Information Sharing and Collab-
oration Program, 2023) is a program aimed at facilitating the sharing of cy-
ber threat information and promoting collaboration among participating 
organizations. It provides a structured framework for sharing valuable cy-
ber threat intelligence, including indicators of compromise, attack patterns, 
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and vulnerability information. By sharing this information in a timely and 
secure manner, organizations can enhance their situational awareness, im-
prove their cyber defenses, and respond effectively to emerging threats. 
The program encourages collaboration between public and private sector 
entities, fostering the exchange of best practices, lessons learned, and tech-
nical expertise. It also fosters partnerships between government agencies, 
industry stakeholders, and other organizations, creating a collaborative 
ecosystem for addressing cyber threats and improving cybersecurity pos-
ture. Participating organizations benefit from access to timely and action-
able cyber threat information, enabling them to make informed decisions 
and take proactive measures to protect their networks and systems. The 
program also supports the development of standardized processes, tools, 
and protocols to streamline information sharing and collaboration. 

Information Sharing and Analysis Centers (ISACs) – (Vijayan, 2022) are in-
dustry-specific organizations that facilitate the sharing of cyber threat in-
formation and best practices within a particular sector. They serve as trust-
ed hubs for information exchange, collaboration, and coordination among 
stakeholders to enhance cyber threat awareness and response capabilities. 
ISACs bring together organizations operating within the same sector, such 
as companies, government agencies, academic institutions, and non-profit 
organizations. The primary goal of ISACs is to promote timely and effec-
tive sharing of actionable threat intelligence, incident reports, and mitiga-
tion strategies. They play a vital role in enhancing sector-wide cybersecuri-
ty resilience by fostering collaboration, developing sector-specific incident 
response plans, and advocating for policy improvements. ISACs also serve 
as liaisons between their sector and government agencies, enabling infor-
mation exchange and coordination of cybersecurity efforts.

Information Sharing and Analysis Organizations (ISAOs) – (Vijayan, 
2022) are entities that facilitate the sharing of cybersecurity information 
and collaborate with stakeholders to enhance cybersecurity capabilities. 
They serve as trusted platforms for information exchange, analysis, and 
coordination among organizations within a specific sector, community, 
or region. ISAOs encourage the voluntary sharing of cybersecurity-relat-
ed data, including threat intelligence, incident reports, and best practices. 
Their primary objective is to foster collaboration and enable members to 
collectively address cybersecurity challenges. Participating organizations 
gain access to tailored threat intelligence and analysis, enhancing situa-
tional awareness and incident response capabilities. ISAOs also coordinate 
incident response efforts, share timely alerts and warnings, and provide 
services such as training and education. They collaborate with government 
agencies and industry partners to advocate for policy improvements and 
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promote industry-specific standards and best practices. ISAOs contrib-
ute to overall resilience by creating a collective defense environment that 
strengthens cybersecurity across communities or sectors.

Automated Indicator Sharing (AIS) – (Automated Indicator Sharing, 2016) 
is a system and process that enables organizations to exchange cybersecu-
rity threat indicators in an automated and machine-readable format. It en-
hances timely detection and response to cyber threats by sharing actionable 
intelligence such as indicators of compromise (IOCs) with trusted partners. 
AIS automates the collection, processing, and dissemination of this infor-
mation, improving the speed and efficiency of sharing. The goal is to pro-
actively detect and respond to cyber incidents by incorporating real-time 
updates into security systems. AIS operates on trust and compliance with 
data sharing standards, ensuring privacy and protection of sensitive infor-
mation. It integrates with existing security infrastructure for correlation 
and analysis, strengthening collective cyber defense capabilities.

Protected Critical Infrastructure Information (PCII) – (Protected Critical 
Infrastructure Information, 2023) refers to sensitive information related 
to critical infrastructure that is shared with the government and receives 
certain legal protections. PCII is a designation established by the United 
States Department of Homeland Security (DHS) under the Critical Infra-
structure Information Act of 2002. Its purpose is to encourage private sec-
tor entities to voluntarily share sensitive information about their critical 
infrastructure assets, systems, and operations with the government. PCII 
includes vulnerabilities, threats, and protective measures. The shared in-
formation helps the government understand risks and develop strategies 
to enhance security and resilience. PCII is protected by law, exempt from 
public disclosure under the Freedom of Information Act (FOIA). This pro-
tection ensures the confidentiality and privacy of shared information and 
alleviates concerns about legal or competitive consequences. The sharing of 
PCII follows established channels and processes, prioritizing information 
protection. Organizations that submit PCII receive certification, recogniz-
ing and safeguarding their information. The PCII program fosters a trust-
ed partnership between the government and the private sector, promoting 
information sharing for critical infrastructure security and resilience. It 
facilitates the exchange of valuable information, enabling the government 
to understand the critical infrastructure landscape, mitigate risks, and col-
laborate effectively with private sector stakeholders to respond to threats.

Homeland Security Information Network (HSIN) – (Homeland Security In-
formation Network Annual Report, 2022) is a secure web-based platform 
operated by the United States Department of Homeland Security (DHS). 
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It facilitates information sharing and collaboration among homeland secu-
rity stakeholders, including federal, state, local, tribal, territorial govern-
ments, and private sector organizations. HSIN allows authorized users to 
exchange sensitive but unclassified information, collaborate on operation-
al activities, and access resources for protecting the homeland. It provides 
a secure environment for sharing situational awareness, threat intelligence, 
incident reports, and best practices. The platform offers features like dis-
cussion boards, file sharing, real-time chat, and notification systems. HSIN 
supports various homeland security missions and initiatives, serving as a 
central hub for accessing timely information, coordinating activities, and 
collaborating on joint projects. Robust security measures ensure the con-
fidentiality, integrity, and availability of shared information, with access 
restricted to authorized individuals.

National Cyber Awareness System (NCAS) – (National Cyber Awareness 
System, 2023) is a program operated by the United States Department 
of Homeland Security (DHS). Its main goal is to provide timely and ac-
tionable information about cybersecurity threats, vulnerabilities, and best 
practices. The NCCIC serves as a centralized repository for cybersecurity 
resources and disseminates alerts, advisories, and notifications to indi-
viduals, organizations, and the public. The information is carefully vetted 
and validated before sharing. The NCCIC offers customizable notifications 
through various channels and provides educational resources and guid-
ance to improve cybersecurity. Its aim is to empower individuals and or-
ganizations to protect their digital assets and contribute to the resilience of 
the nation’s digital infrastructure.

National Information Exchange Model (NIEM) – (National Information 
Exchange Model, 2021) is a framework and set of standards developed by 
the United States government to facilitate the exchange of information be-
tween different organizations and agencies. It provides a common language 
and structure for data sharing, ensuring interoperability, and consistency. 
NIEM addresses information sharing challenges across various domains 
and sectors by promoting standardized data exchange. It includes data 
standards, exchange specifications, and supporting infrastructure. NIEM 
streamlines information sharing processes, reduces data translation ef-
forts, and enhances accuracy. It enables disparate systems to exchange data 
in a consistent manner, fostering efficient collaboration. NIEM is a collab-
orative effort involving the government, agencies, tribal governments, in-
ternational partners, and industry stakeholders. It breaks down data silos, 
improves communication, and supports various government operations.
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Threat Information Guidelines

To streamline the exchange of threat information between private and public 
critical infrastructure sectors, a comprehensive set of guidelines has been imple-
mented. These guidelines serve as a framework that facilitates the sharing of in-
formation and expedites its flow among these sectors. The objective is to establish 
robust information sharing platforms that enhance collaboration and enable swift 
dissemination of threat intelligence between private and public entities within the 
critical infrastructure sectors.

Cybersecurity and Infrastructure Security Agency’s (CISA) Infrastructure Se-
curity Division – (Infrastructure Security Division, 2023) focuses on pro-
tecting and enhancing the security of critical infrastructure in the United 
States. Its main mission is to collaborate with public and private sector part-
ners to identify, assess, and mitigate risks to critical infrastructure, thereby 
safeguarding national security and public safety. The division works across 
multiple sectors, providing services such as risk assessments, incident re-
sponse coordination, information sharing, and technical assistance. Its re-
sponsibilities include conducting thorough risk assessments, coordinating 
response efforts during incidents, facilitating information sharing among 
partners, offering technical expertise to infrastructure owners and opera-
tors, and establishing partnerships with public and private sector entities. 
By leveraging its expertise and partnerships, the division works towards 
enhancing the security and resilience of critical infrastructure, ensuring 
the availability of essential services, and protecting the well-being of the 
nation’s citizens. 

Information sharing tools – promote the sharing of information within and 
between the various sectors of critical infrastructures, including Home-
land Security Information Network - Critical Infrastructures (HSIN-CI) 
(Homeland Security Information Network - Critical Infrastructures, 
2023), Infrastructures Protection Gateway (IP Gateway) (Infrastructures 
Protection Gateway, 2023), National Infrastructures Coordinating Center 
(NICC) (National Infrastructures Coordinating Center, 2008), National 
Risk Management Center (NRMC) (National Risk Management Center, 
2023), Protected Critical Infrastructures Information (PCII) Program, 
Protective Security Advisors (PSAs) (Protective Security Advisors, 2023) 
and TRIPwire (Technical Resource for Incident Prevention) (TRIPwire, 
2023).

Critical Infrastructures Threat Information Sharing Framework and Envi-
ronment –(Critical Infrastructure Threat Information Sharing Framework, 
2016) a structured approach and set of guidelines that facilitate the shar-
ing of threat information related to critical infrastructure. It establishes 
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policies and procedures, builds trust, standardizes data formats, and uti-
lizes dedicated platforms and tools to enable effective information shar-
ing. The framework includes mechanisms for timely reporting and coor-
dinated response, automation of sharing through technologies like AIS, 
sector-specific information sharing groups, and continuous improvement 
and evaluation. By implementing this framework, organizations can en-
hance their ability to detect, prevent, and respond to threats, ensuring the 
security and resilience of critical infrastructure. The Sharing Environment 
is a collaborative effort that enhances the sharing of critical infrastructure 
information among government agencies, private sector organizations, 
and stakeholders. It provides a platform for exchanging threat intelligence, 
best practices, and situational awareness specific to critical infrastructure 
sectors. It facilitates sector-specific information sharing, develops trusted 
communities, supports incident reporting and collaboration, offers analyt-
ical capabilities, and fosters government-private sector partnerships. It en-
sures a secure environment for sharing information, maintains confidenti-
ality, and adapts to evolving threats and sector requirements. Participating 
in this environment enables organizations to access valuable insights, en-
hance their security posture, and collectively address critical infrastructure 
challenges for national security and public safety.

Conclusion

Critical infrastructure is a vital requirement for the survival of any society. This 
article highlights the importance of recognizing security and resilience as criti-
cal requirements for effective protection strategies in the United State. It explores 
various cybersecurity assessment frameworks and strategies with a shared goal of 
enhancing cybersecurity capacity and effectiveness. These assessments primarily 
focus on evaluating the level of cybersecurity capabilities by promoting best prac-
tices, safeguarding information, guiding cybersecurity activities, and managing 
risks within organizations. They also contribute to maintaining the desired securi-
ty posture, assessing the current state of cyber preparedness, and fostering opera-
tional resilience. To further enhance the frameworks for protecting critical infra-
structure, it is recommended to develop a measurement system that evaluates the 
capabilities of assessment methods. This system should measure the effectiveness 
of activities and action plans using meaningful indicators on a shared platform. 
Moreover, transitioning from voluntary and self-assessment methods to a more 
consistent and comprehensive approach would be beneficial.
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The electric grid is undergoing a revolutionary transformation—customer prefer-
ence, corporate clean energy aspirations, and state and federal policy choices are 
dramatically changing how energy is generated, and the retirement of convention-
al generators threatens to outpace the construction of new resources.

Technology is offering customers new ways to interact with the system, 
blurring traditional distinctions between how electricity is generated and trans-
mitted long distances and how it is delivered to homes and businesses. At the same 
time, the frequency of extreme weather events—and the stresses they put on the 
system—continues to increase. 

All of these forces present challenges for operating the largest and most 
complex machine on earth for a product that is produced, transported and con-
sumed in an instant.

PJM Interconnection, the grid operator for 65 million people in 13 states 
and the District of Columbia, along with the many stakeholders with a voice in 
our operations and policies, is tasked with forging solutions without sacrificing the 
uninterrupted power supply that allows modern society to function.

As the country’s largest regional transmission organization, PJM’s No. 1 job 
is keeping electricity flowing, and doing it cost-effectively, every moment of the 
day. Affordable, reliable electricity is essential for everything we do as a society—
starting with powering the country’s critical infrastructure we rely on, from trans-
portation and communication to emergency services and health care. 

This responsibility demands that the wholesale electricity market we over-
see provides economic incentives to attract the investment needed to build and 
resources that maintain system reliability, as it has for over 25 years. It also requires 
us to plan for broader trends and events to make sure the grid is resilient enough 
to operate through and recover from rare, extreme and high-impact events that 
PJM has never experienced before.

Reliability Risks on the Horizon

PJM’s combined functions of operations, markets and planning have worked to-
gether successfully to keep the lights on since 1927, providing up to $4 billion in 
efficiencies for our customers in the process. But there are working trends on the 
horizon.

In a recent report, PJM analysis showed that 40 GW of existing genera-
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tion—mostly coal, gas and oil generators representing 21% of our installed capac-
ity—is at risk of retiring by 2030. Some industry forecasts predict that renewable 
energy will provide nearly half the power to the country by 2032, but currently 
those renewable resources are not being built at the rate we need to replace those 
traditional generators. 

As the generation fleet moves to a lower-carbon footprint, reliant on in-
termittent energy resources (like sun and wind), the planners and operators of 
the bulk electric system have to plan for a much different kind of system with 
different physical characteristics—and get it right. Peoples’ livelihoods and lives 
depend on it. 

This means PJM and its stakeholders have been hard at work crafting a reli-
able path forward through our core functions of planning, markets and operations. 

We have synthesized these efforts into our Ensuring a Reliable Energy Tran-
sition initiative, dedicated to finding answers to reliability challenges through in-
tensive, data-driven research and analysis and collaboration across government 
and industry.

New Fuel Mix Challenges Reliability

The story of this energy transition is told in our New Services Queue, where gen-
eration projects come to interconnect with the PJM system. More than 97 percent 
of the resources requesting to join the PJM system are wind, solar or batteries, or 
a hybrid of both. 

These smaller, weather-dependent resources generate energy in a whole dif-
ferent way than traditional thermal generators powered by coal, oil, gas or nuclear, 
introducing a new set of physical dynamics and characteristics.

Underlying the new reality of grid operations is the fact that intermittent 
and limited-duration resources like batteries do not replace “1 for 1,” but rather re-
quire multiple megawatts to replace 1 MW of dispatchable generation due to their 
limited availability in certain hours of the day and seasons of the year.

As generators increasingly rely on renewable energy sources like wind and 
solar, PJM has identified trends that could realize a shortage of generating resourc-
es as early as 2027: 

•	 The demand for power is growing with the electrification of transportation, 
industrial and building sectors, along with the development of energy-inten-
sive data centers—driven in part by the increase in artificial intelligence and 
machine learning processes—at an unprecedented rate. 

•	 At the same time, fossil fuel generators that balance the grid today are retiring 
at a significant rate.
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•	 Replacement generation is made up of primarily intermittent and limited-du-
ration resources that require multiple megawatts to replace 1 MW of dispatch-
able generation.

•	 Renewable resources that have passed through PJM’s vetting process are not 
being built at the pace required to replace these resources, through factors 
beyond PJM’s control, like supply chain issues, cost of capital and permitting.

The related analysis is detailed in our most recent paper in the Energy Tran-
sition in PJM series. 

New Planning Process Begins 

Critical to getting generation online, PJM this summer began transitioning to a 
new “first-ready, first-served” interconnection process that improves project cost 
certainty for network upgrades and significantly improves the overall process by 
which new and upgraded generation resources are studied and introduced onto 
the electrical grid.

In the transition period to our new interconnection process, we will study 
enough interconnection requests to replace the entire generation fleet of nearly 
200 GW and far more than make up for retiring coal, oil and gas generators.

The key question is: Will the new generation actually come online?
Right now, we have more than 40,000 MW of projects that have completed 

PJM’s study process and should be moving to construction. 
Yet in 2022, we saw just 2,000 MW in projects built, and only 700 MW of 

those were renewables. So far in 2023, we have seen 620 MW of solar, 285 MW of 
wind, and 41 MW of storage come online, along with 3,100 MW of natural gas. 

Many projects coming through the queue are not being built because of 
siting, financing or supply chain issues. These factors are out of PJM’s control.

PJM is not alone in having stalled projects. This same issue is happening 
across the country. But we are leading the pack in clearing our queue. A recent 
S&P Global Market Intelligence analysis of U.S. interconnection queues found that 
PJM has the shortest project turnaround time of all grid operators in the country.

Reliability-First Policies

These reliability concerns are not unique to the PJM grid. As this year’s North 
American Electric Reliability Corporation’s (NERC) summer assessment showed, 
roughly two-thirds of the U.S. (but not the PJM region) already faced increased 
resource adequacy risk this past summer.

However, we believe this risk is avoidable. How? Through policies that ac-
celerate the rate of entry of new generation (such as through permitting reform) 
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and slow the exit of the traditional thermal generation we use to balance the grid 
today. This will give time for replacement generation to be installed and operating 
at the required scale. 

In addition, PJM advocates an approach to policymaking that expressly 
considers reliability impacts in the development phase of the policy—not after the 
fact.

We continue to work with both state and federal policymakers to ensure 
that reliability considerations are built into all environmental and renewable gen-
eration policies.

PJM Steps Up as Independent Industry Leader

The energy transition presents a broad set of challenges and opportunities, and 
PJM is making headway in a number of areas, including:

•	 Enacted major interconnection reform, which is expected to result in the pro-
cessing of over 250 GW of new generation requests in the next three years 
and produce a more predictable, streamlined process for new generators to 
connect with the system

•	 Filed with FERC a set of proposals to better recognize the relative contribution 
of all generation resources in meeting reliability needs

•	 Engaged stakeholders in developing a long-range transmission planning pro-
tocol that will enable us to analyze the longer-term needs of the system un-
der multiple long-range scenarios to optimize a set of solutions based on the 
changing fleet and electrification

•	 Developed new rules to remove barriers to renewable resources participating 
in PJM’s capacity market

•	 Performed groundbreaking work with the state of New Jersey to advance the 
buildout of its ambitious offshore wind program—a model that is being con-
sidered by other states

Our Ensuring a Reliable Energy Transition initiative proposes an initial set 
of actions to support reliability that PJM can take with its stakeholders, govern-
ment and industry over the immediate, near-term and upcoming time frames to 
keep pace with these trends:

•	 Immediate: Ensuring the performance of existing generation resources

•	 Near Term: Maintaining adequate generation resources and deliverable mega-
watts to meet electricity demand
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•	 Upcoming: Attracting and maintaining (as needed) resources that have essen-
tial reliability services 

Essential reliability services are defined by NERC as the ability of a genera-
tion resource to provide services such as voltage control, frequency support, and 
ramping capability to balance the electrical grid and maintain the reliable delivery 
of electricity.

PJM has documented in its research that the more we depend on intermit-
tent resources, the more we will need to share electricity with our neighboring 
systems to account for fluctuations in supply. PJM is already a leader in this area 
and regularly exports and imports electricity to adjoining systems; we are cur-
rently working both internally and externally to determine just how much of that 
interregional transfer capability we will need to build.

Helping States Achieve Their Goals

Another action we’re taking as part of our reliability initiative is offering states a 
way to incorporate their policy goals into our Regional Transmission Expansion 
Plan (RTEP).

The first state to do this was New Jersey. In October 2022, the New Jer-
sey Board of Public Utilities (NJBPU) selected a package of onshore transmission 
solutions that, in conjunction with prior action, will enable the injection of 7,500 
MW of offshore wind capacity by 2035.

The NJBPU order was informed by technical analysis performed by PJM 
staff under the State Agreement Approach (SAA), through which states can access 
PJM’s expertise and existing planning process to cost-effectively develop and op-
timize the transmission improvements necessary to support the reliable intercon-
nection of certain desirable resources.

The SAA enables a state or group of states to propose a project that could 
potentially realize public policy requirements as long as the state (or states) agrees 
to pay all costs of the state-selected buildout included in the RTEP.

The first engagement of the SAA was so successful, New Jersey returned to 
PJM in April and requested to partner on a second stage to enable an additional 
3,500 MW of offshore wind energy. New Jersey’s experience can serve as a tem-
plate for PJM’s other coastal states.

Together, We Will Find Solutions

PJM has sufficient generation to meet the needs of our system today. However, as 
we look further out, we are concerned by the trends we see.

Despite PJM’s healthy reserve margins, recent winter storms have provided 
a sobering reminder of the critical role that resource adequacy will play through 
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the energy transition. For the first time in recent history, PJM could be at risk of 
facing resource adequacy challenges.

Decarbonizing the grid will be a challenge, for all of us, but it will happen. 
We’re all going to have to work together to find solutions, including state and fed-
eral policymakers.

The solutions are there; this country has proven that time and time again, it 
simply requires dedicated resources and brainpower. PJM will find those solutions 
but will need all stakeholders at the table to do so.
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