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Abstract

We present the Data and Risk-Informed Chemical Assessment 
Technique (DRICAT), a quantitative/qualitative risk analysis tech-
nique for assessing the risk of a potential chemical release incident 
that may lead to a mass casualty event in United States communities. 
Risk assessment is a comprehensive, structured, and logical analysis 
approach aimed at identifying and assessing risks in “systems” for 
the purpose of improving management of these systems. DRICAT 
leads to better understanding and effective management of risks 
from chemical incidents through risk and scenario identification 
and ranking by severity by helping community planning to min-
imize morbidity and mortality during and after potential events. 
As such, DRICAT is designed to be reproducible, evidence-based, 
practical, and scalable for different types of communities and the 
possible chemical hazards present in that community. Recognizing 
that many communities have assessment protocols and response 
mechanisms already in place, we believe these DRICAT character-
istics will enhance both existing chemical incident awareness and 
readiness activities while providing a baseline approach for com-
munities lacking chemical release risk analysis techniques.

To understand where potential hazards might exist within a com-
munity, it is useful to consider drivers for hazards (i.e., those fac-
tors that influence the presence of the hazards and the uncertainty). 
DRICAT uses essential elements of information (EEI) to identify 
chemical initiating events (IE) which are a part of potential hazard-
ous scenarios. Both formal and informal approaches can be used 
to identify initiators arising from chemical hazards. DRICAT fo-
cuses on precursor events and a deductive approach using a hazard 
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identification diagram. EEI data sources for community chemical 
hazards range from informal (e.g., social media, and local news 
outlets) to formal vetted databases. EEIs include systematic iden-
tification of hazards, community factors that affect hazards (e.g., 
population density, weather, and commodity flows), associated IEs, 
and grouping of individual causes into like categories. IE charac-
teristics may vary among communities and include IEs that may 
lead directly to a chemical release or may require additional miti-
gative failures. DRICAT leverages EEIs to identify IEs to build and 
rank chemical accident scenarios from IE to the potential outcome. 
The likelihood of this release and the consequence of the release 
determine the overall risk.

Keywords: Chemical risk assessment, Community chemical hazard 
profile, Quantitative risk assessment, Qualitative risk assessment, 
Hazardous material accident assessment, Chemical terrorism

Introduction

Risks exist in many ways. While ranging in degree from personal hazards to the 
potential severe consequences associated with complex technological systems, risk 
nonetheless is embodied in a variety of situations and conditions. When asked, 
the layperson can generally provide information related to his or her perception 
of risk. But what exactly is risk? And, more importantly, what operation definition 
do we attach to risk when performing or using a risk assessment? The U.S. Depart-
ment of Homeland Security (DHS) definition of risk is “potential for an unwanted 
outcome resulting from an incident, event, or occurrence, as determined by its 
likelihood and the associated consequences” [DHS 2010]. This definition identi-
fies the essential parameters which are necessary to define risk. In brief, risk is the 
chance of experiencing a specified set of undesired consequences.

Risk assessment is a comprehensive, structured, and logical method aimed 
at identifying and assessing risks in “systems” for the purpose of improving mit-
igation effectiveness. As part of the technique we propose, we wish to better un-
derstand and effectively manage high impact community chemical risks to protect 
the public, identify these risks, and minimize morbidity and mortality during and 
after potential events. As such, our “system” for risk assessment purposes is any 
community under consideration and the possible high impact hazards present in 
that community.

Hazardous chemicals exist in most communities today in varying quantities 
and toxicity. All communities have business entities who use potentially hazard-
ous chemicals in their day-to-day operations. This includes businesses that man-
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ufacture chemicals or may use hazardous chemicals in manufacturing processes. 
These chemicals need to be transported to or from a site that uses or manufactures 
them. As a result, communities have transportation routes that serve as conduits 
for moving the hazardous chemicals into, out of, and through their boundaries. 
The potential chemical hazards and the risks that they pose to the occupational 
workforce and surrounding regional population should be better understood for 
each region within a jurisdiction allowing the community to plan and improve 
preparedness for potential emergency events. A risk assessment process can sup-
port a community in enhancing awareness of their hazardous chemical prepared-
ness level and can be used to inform emergency agencies and first responders.

Definition of Risk and Risk Assessment
The general concept of risk includes undesirable scenarios and their correspond-
ing consequences, and likelihoods, (e.g., the number of people harmed, and the 
probability of occurrence of this harm). Historically, risk is represented as a set of 
questions [Kaplan, Stanley, and B. John Garrick 1981. 11-27]:

•	 What can go wrong? This question implies the need to understand a possible 
hazard and associated potential accident scenarios.

•	 How likely is it to occur? This question implies the need to understand how 
possible it is to experience a possible hazard and associated scenarios.

•	 What will be the outcome? This question implies the need to understand how 
impacts to the public and critical infrastructure (CI) may be realized (i.e., 
consequences).

In addition to this classic example, we add:

•	 What are the uncertainties of qualitative and/or quantitative approaches to de-
termining risk? This question implies the need to understand how much confi-
dence we have in our understanding of possible hazards, associated scenarios, 
and potential consequences.

Hazards, scenarios, and uncertainties are among the most important components 
of a risk assessment. Figure 1 shows the implementation of these concepts in a risk 
assessment. In this Figure 1, uncertainty is shown to be an integral part of each 
step of the process.

The accident scenarios begin with a hazard that may present a set of “ini-
tiating events” (IEs) that perturb a community. These IEs are upset conditions 
that start a potential chemical-related scenario. Note that impacts (consequenc-
es) could include items such as population health impacts, business interruption 
impacts, environmental impacts, etc. However, we are only considering a health 
impact to the population representing a community. A common element in our 
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understanding of chemical risks is the idea of “hazards.” A hazard is a condition 
that is, or potentiates, a deviation that is undesired.

To understand where potential hazards might exist within a community, 
it is useful to consider “drivers” for hazards. Hazard drivers are the factors that 
influence the presence of a hazard and its uncertainty. For example, the interstate 
highway and rail lines that pass through a city brings needed connectivity and 
commerce, but also bring a chemical transportation accident hazard. More subtle 
drivers can be culture, local ordinances, and work practices.

Not all deviations from a desired condition in the community will lead to 
mishaps or accidents; however, if operational intent is understood appropriately, 
all mishaps and accidents will be found to correspond to deviations from desired 
operational goals. Therefore, specification of operational intent implies differ-
ent categories of potential chemical hazards and provides cues to an identifica-
tion process. Further, these hazards typically are considered for the various safety 
impacts shown in Figure 2, where two fundamental types of impacts are present 
when considering chemical hazards, specifically physical or biological impacts.

Figure 1. Implementation of the scenario concept in risk assessment.

Figure 2. Hazard characteristics related to chemical risk assessment.
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In general, health hazards can be represented by one or more of the charac-
teristics found in Figure 2, including:

•	 Kinetic energy. These include chemical based explosions that result in exces-
sive motion (e.g., missiles and overpressure), sound (e.g., overpressure), and 
thermal (e.g., fire) impacts.

•	 Potential energy. These include chemicals that result in stored energy such as 
hydrogen, liquefied natural gas, gasoline, etc.

•	 Pathogens. These contain organisms (e.g., virus, bacterium, protozoan, and 
fungus) that may cause a disease.

•	 Physical insults. These include chemicals that are a toxin, poison, or cause di-
rect trauma. The hazard may result in short-, intermediate-, or long-term im-
pacts. For example, an ammonia leak could kill immediately, while a ground 
water leak of jet fuel storage can be linked to long-term cancer deaths.

All of the hazard characteristics listed may be described in terms of their 
impact or volatility and toxicity. By using a holistic risk-informed approach, we 
can focus on community-level hazards that could include both chemical and bio-
logical impacts. However, the focus of this paper will be on those hazards that are 
precipitated by chemicals that may be found in communities across the U.S.

Plausible scenarios are investigated once an exhaustive list of hazards and 
their characteristics are identified. The starting point for a scenario is the initial 
perturbation of the hazard (the IE). For each IE, we typically represent a deviation 
that leads to a scenario’s evolution. A chemical-related scenario may lead (or not) 
to an undesired outcome such as a chemical release into a population of people. 
As part of the scenario representation, mitigating features are considered, if pres-
ent, to capture realistic aspects of the scenario. Also, scenario modeling may be 
either qualitative, quantitative, or a mixture of both. Lastly, multiple hazards and 
multiple potential scenarios are integrated together. These, with an understanding 
of the uncertainties present, create a risk picture for chemical hazards within a 
community. This risk picture then supports risk management such as prioritiza-
tion, mitigative measures, and minimization of consequences via proactive action.

A risk scenario is defined by DHS as a “hypothetical situation comprised of 
a hazard, an entity impacted by that hazard, and associated conditions including 
consequences when appropriate” [DHS 2010]. The concept of a community chem-
ical risk scenario is illustrated in Figure 3. A scenario represents the context from: 
(1) a chemical hazard that may be present in a community, (2) the starting point 
(IE) that initiates the scenario, and (3) the failure of mitigative hazard prevention 
approaches. Combined, these three elements provide a way to determine the fre-
quency of a potential accident and the severity of its associated consequences.
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Communities are at risk to chemical hazards and prepare for the hazards 
they determine to be likely and impactful. While nearly all communities have 
processes for the assessment and response to chemical accidents and some are 
quite sophisticated, far too often, decisions regarding which hazards to prepare 
for are often made by solely interviewing subject matter experts and not driven 
by data or a combination of both. This can lead to mis-identifying the most im-
pactful hazards and/or scenarios. The discussion that follows presents the Data 
and Risk-Informed Chemical Assessment Technique (DRICAT), a risk assessment 
methodology to determine the chemical accident risk present in a community that 
can improve existing assessment processes and reduce the chance of mis-appro-
priating critical resources. In addition, DRICAT is not intended to replace organi-
zations that respond to hazardous events but is intended to support the identifica-
tion of appropriate federal datasets (e.g., EPA or DHS) and to create a systematic 
approach for collating the data in a useable format for emergency managers.

Risk assessment is a process that utilizes hazards assessment and accident 
scenario analyses introduced above to provide a complete assessment of risk. In 
summary, risk assessment is a process that has the following characteristics:

•	 Follows a rigorous, systematic approach that requires information integration 
(multidisciplinary)

•	 Uses a qualitative and/or quantitative picture of risks associated with perfor-
mance measures

•	 Captures dependencies and other (inter/intra)-relationships

•	 Includes human and system elements

•	 Helps to balance efforts between prevention and mitigation

•	 Works within a scenario-based approach that informs decision-making

Figure 3. The concept of a scenario.
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•	 Identifies contributing elements

•	 Helps to prioritize (focus on where improvements will be effective)

•	 Provides a framework for monitoring and trending

Methods: Data and Risk-Informed Chemical Assessment  
Technique (DRICAT)

To assess a chemical hazard in a community and provide a technically defensible 
approach to risk management, we have proposed DRICAT. This is a process that 
has the following attributes:

•	 Follows a simple process for state/local decision-makers

•	 Enhances existing assessment processes

•	 Is based on a risk assessment process that is reproducible

•	 Is informed by local data such as potential community chemical hazards, pre-
cursor events, and local information from hazmat sources such as law enforce-
ment and fire departments

•	 Will allow for scalability between cities of different size and different scenarios 
of interest

•	 Has a goal to inform emergency planners of priority chemical hazards to focus 
planning measures to reduce community impacts

For DRICAT, we will primarily focus on the planning stages which are 
shown in the left portion of Figure 3, specifically the identification of chemical 
hazards in a community, how they might impact a community through scenarios, 
and the likelihood of an event leading to non-negligible consequences in a com-
munity. These steps are shown as Steps 1–3 in Figure 4.

We will describe each of the three steps in detail. Note that for a communi-
ty-level risk assessment using DRICAT, we will require novel approaches to data 
collection, interpretation, and application.

Critical to the DRICAT process are the Essential Elements of Information 
(EEI) defined by the Federal Emergency Management Agency (FEMA) [FEMA 
2013] as “essential information requirements that are needed for informed deci-
sion making.” The key EEIs identified in Figure 5, through research and identi-
fication can be collected, collated, and will create the data streams to be used to 
build the community chemical risk profile by using the DRICAT process. We will 
address as a component of known chemical inventory risks, accidents and acts 



Journal of Critical Infrastructure Policy

144

Figure 4. The three key steps of DRICAT.

Figure 5. EEIs used in DRICAT.
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of terrorism such as sabotage or cyber-attack to regional chemical production or 
storage vessels. Focusing on the known chemical risk hazards first creates an at-
mosphere of awareness, understanding, and communication across all those with 
roles and responsibilities for responding to a chemical incident. Planning, train-
ing, and exercising for the known chemical risk hazards ensures that all those in-
volved in a chemical incident response will operate efficiently and collaboratively 
on incidents both planned and unplanned.

In addition to the many specific sources of information listed throughout 
this article, the authors note that it is useful to review more general information 
from programs of the DHS [DHS 2015], Cybersecurity & Infrastructure Securi-
ty Agency [CISA, 2022], and the Environmental Protection Agency [EPA 1999], 
[EPA 2022]. It should also be noted that while much information has been collect-
ed related to chemical hazards in the U.S., several issues remain including integra-
tion of this information into a coherent picture of relative risks, aging of the data 
sources, and the vastness of the data sources cause difficulties in finding high-val-
ue information.

Chemical Hazards Identification
Through active, a priori identification of the chemical inventory in a region, com-
munities become strategically aware of the known chemical risk hazards that 
could impact a regional population should the chemical be released. Identification 
should include an understanding of specific factors, including toxicity, quantity, 
and volatility for each hazardous chemical. These factors contribute to a risk pri-
oritization that focuses planning and preparedness efforts to the highest risk haz-
ardous chemical agents. Higher toxicity agents present more significant health im-
pacts to a regional population that could occur in shorter periods of exposure. The 
greater the quantity of a hazardous chemical agent that is produced and/or stored 
results in increases in the numbers of a regional population that could be impacted 
should the chemical be released. Volatility focuses on those chemical agents that 
are airborne. Inhalation of a toxic chemical presents the most significant risk of 
morbidity and mortality since the chemical is introduced directly into the blood 
stream once it reaches the alveoli of the lungs.

Various approaches exist for identification of IEs, including the use of mas-
ter logic diagrams (MLDs). A MLD is a hierarchical, top-down display of IEs, 
showing general types of undesired events at the top, proceeding to increasingly 
detailed event descriptions at lower tiers, and displaying IEs at the bottom. Figure 
6 shows a representative MLD for a chemical leak with a production tank fueling 
leak accident drilled down to the IE level. The goal is not only to support iden-
tification of a comprehensive set of IEs but also to group them according to the 
challenges that they pose (the responses that are required because of the attributes 
of their occurrences).
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The depiction of initiators comes from different techniques. Both formal 
and informal approaches can be used to identify initiators arising from hazards, 
such as:

•	 Precursor events may indicate the types and frequencies of applicable upsets

•	 Ad hoc methods such as surveys and expert elicitation may provide local haz-
ards that are known or have occurred in the past

•	 Deductive approaches such as failure modes and effects analysis, fault trees, 
hazard identification diagrams (HID), and MLDs may be used.

An example of a HID is shown in Figure 7 where key characteristics of 
the chemical hazard are questioned to keep or screen out a specific hazard. These 
characteristics include:

•	 The properties of the chemical hazard – high level of toxicity (a biological in-
sult), volatility, or detonation potential (a kinetic energy insult) passes the haz-
ard to the next level of screening

•	 The quantity of the chemical – a high enough quantity to maintain the po-
tential high-risk passes the hazard to the next level of screening while lower 
quantities are held for possible inclusion

•	 The containment environment used to store and protect the chemical – low 
quality or compromised containment will pass the hazard to consideration for 
inclusion in scenarios, high quality containment can screen the hazard, and 
medium quality containment causes the hazard to be held for possible inclusion 

Figure 6. Example of a MLD for a chemical leak.
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•	 The questioning process continues, using all the applicable characteristics 
(EEIs) collected (e.g., the local terrain near the chemical and local population 
density near the chemical).

Data sources for community chemical hazards range from informal (e.g., 
social media, local news outlets) to formal vetted databases such as the EnviroAtlas 
hosted by the Environmental Protection Agency [EPA 2022]. Figure 8 shows an 
example of the EnviroAtlas graphical database listing local Superfund, toxic release 
inventory, and hazardous waste sites.

Figure 7. Example HID for identifying potential chemical hazards.

Figure 8. EnviroAtlas database showing potential chemical hazards (EPA 2022).
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Community Chemical Inventory
This area focuses on the chemical data EEI needed to evaluate hazard potential 
for each entity in or near a community which could impact safety of community 
population due to a chemical release. Chemical inventory sources and informa-
tion include:

•	 Rules and regulations related to hazardous chemicals in the community

•	 Existing data sets that provide community level data

•	 Chemical properties – Toxicity and Volatility.

The approach is to consult federal, state, and local rules and regulations to 
determine how hazardous chemicals (HC) should be produced, transported, and 
handled within the community. This step looks at collecting an easily referenced 
list of HC data sets for planning and emergency use. These data sets are available 
through producers, users, and federal, state, county, and city information (the list 
is too extensive to address in this paper). Data is provided on locations, amounts 
and points of use for HC. The jurisdiction of these data sets and their public avail-
ability varies. Issues such as business sensitive proprietary information need to be 
balanced with the need for public safety planning and response.

Under the Emergency Planning and Community Right-to-Know Act (EP-
CRA), Congress requires each state to appoint a State Emergency Response Com-
mission (SERC), which divides their state into Emergency Planning Districts. Each 
district must develop a Local Emergency Planning Committee (LEPC) which is 
made up of representatives from state and local officials, emergency response and 
public health, environment, transportation, hospital, industry, and community 
group and media entities. The LEPC must develop an emergency response plan, 
review the plan at least annually, and provide information about chemicals in the 
community to citizens. EPCRA regulations require entities submit hazardous 
chemical information to their district LEPC and local fire department and hazmat 
units. The local fire department and hazmat response units should be consulted 
for additional relevant information about local HCs obtained through inspections 
and can share this information as key members of the planning and response team.

Ranking chemicals by the severity of the hazard they present requires an 
evaluation of their toxicity and volatility. The first source of these properties is the 
safety data sheet (SDS) which all manufacturers are required to provide by federal 
regulation and in a prescribed format by the U.S. Occupational Safety and Health 
Administration (OSHA). An updated SDS is required to be provided by entities 
for each hazardous chemical annually to the SERC, LERC, and local fire depart-
ment [OSHA 2012]. A searchable online database of these is available at Chemical 
Safety’s website [Chemical Safety 2022]. The chemical hazards, toxicology, fire-
fighting measures, and reactivity are all required sections of the SDS.
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A planning team should meet for this operation and use the gathered data 
and expert knowledge to rank the HCs. The planning team should include a wide 
range of emergency management personnel, local government, and experts in the 
chemical field. A process of ranking can be subjective through expert opinion of 
the planning team involved or it can be made more objective by using a scoring 
system in key areas such as toxicity, inventory amounts, availability, volatility, and 
others. Score each category by its impact on the overall hazard level. All could be 
a 0-1 range, or a certain key category such as toxicity could be on a higher range 
(such as 0-2) to represent its relative importance to the other categories.

Unknown Chemicals

Unknown chemical risks, such as the intentional introduction of hazardous chem-
ical agents by terrorists to create harm, panic, and disruption, will be addressed 
but will follow a modified approach due to more uncertainty in the EEI. Specifi-
cally, the chemical inventory uncertainties created by the lack of knowledge of the 
terrorist’s chemical arsenal—and understanding the attacker goals—are critical 
gaps to creating the chemical risk profile. Plausible identification of the terrorist’s 
chemical arsenal and attack goals can be identified through collaboration/interac-
tion with the law enforcement intelligence community and/or chemical character-
ization conducted during incident through toxic syndrome (toxidrome) analysis.

Unknown chemicals are unidentified known chemicals at the time of the 
accident. The task is to create a risk profile of unknown chemicals by listing the 
health effects, or toxidromes, of the known chemicals. Information should be 
used from national, state, and local law enforcement that may help identify the 
unknown chemicals based on terrorist threat (Section 2.7). A good reference for 
toxidromes of unknown HC is compiled on the Chemical Hazards Emergency 
Medical Management (CHEMM) website [CHEMM 2021a]. A list of physiologi-
cal effects of chemicals and other HC includes effects on:

•	 Pupils/vision

•	 Vital signs

•	 Skin

•	 Gastrointestinal tract

•	 Mucous membranes

•	 Urinary tract 

•	 Mental confusion or delirium

•	 Muscles.
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The defined symptoms for medical first responders are listed in 11 catego-
ries including irritant/corrosive toxidrome for inhalation or ingestion, knockdown 
agents in cellular or simple asphyxiants toxidromes, and convulsant toxidromes. 
An example of a toxidrome card provided by CHEMM [CHEMM 2021b] is shown 
for knockdown agents—simple asphyxiants in Figure 9. The card further lists ex-
amples of these agents such as cyanide, sodium azide, carbon monoxide, aniline, 
arsine, and nitrogen.

Figure 9. Toxidrome card example from CHEMM website (CHEMM 2021b).

Use the toxidromes to create an unknown chemical list to build and rank 
scenarios for planning alongside the known chemicals.

Determine Commodity Flows of Hazardous Chemicals
Transient chemical inventories pose an equally high risk compared to the static 
inventory used and/or produced in the community. The process of transportation 
exposes chemicals to traffic accidents on city streets, highways, railways, and wa-
terways moving through the community. There is not a readily available source for 
assessing the inventory of transient chemicals. Even though OSHA and the U.S. 
Department of Transportation (DOT) [OSHA 2013] require placards and picto-
grams be placed on transportation vehicles and railcars the only records kept of the 
HC and their quantities are with shipping companies. Quantifying HC commod-
ity flows through a community requires some research and cooperation from the 
shipping companies. HC commodity flows include:

•	 Railway resource scheduling and hazardous chemical inventory

•	 Highway/freight resource scheduling and hazardous chemical inventory
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•	 Waterway resource scheduling and hazardous chemical inventory

•	 Pipeline resource scheduling and hazardous chemical inventory.

The U.S. Surface Transportation Board lists railway traffic including the 
number of tanker cars but only chemicals tracked are crude oil and ethanol [STB 
2022].

The U.S. Federal Motor Carrier Safety Administration requires carriers and 
shippers to register as hazardous materials (HM) transporters and many states 
require further certification. Still, there is not a comprehensive database for how 
much HM moves through a highway corridor. The best potential resources for 
data are the local shipping companies. 

There is less publicly available information about chemical commodity flow 
through seaports. The U.S. Department of Transportation Maritime Administra-
tion only lists specific regulations to follow. The amount and type of HC moving 
through pipelines is only available from the company owning the pipeline. Some 
of this information can overlap with the inventory of the production company.

A commodity Flow Study (CFS) provides a process for a community to 
evaluate and understand the movement of hazardous chemicals through different 
transportation routes in various regions of a locality. The conduct of a CFS should 
match the community’s goals and available resources. Sources of data will be dif-
ferent from those used to identify chemical inventories for fixed facilities and may 
not be readily available. However, rough estimates of the movement of hazardous 
materials can provide important information for the determination of high prior-
ity risks. The DOT recommends the publication Guidebook for Conducting Lo-
cal Hazardous Material Commodity Flow Studies [National Academy of Sciences, 
Engineering, and Medicine 2011]. This is a stepwise strategy that details various 
components of a comprehensive approach.

Population Analysis
Population information for a community should be compiled that includes pop-
ulation density and social vulnerability. Additionally, other aspects of population 
dynamics need to be considered for work/school hours/events to evaluate potential 
impacts to population based on time-of-day, week, and event. Areas of focus are:

•	 Resident population densities in a community

•	 Workday population densities in a community

•	 Vulnerable and less mobile population densities in a community such as elder-
ly, hospitalized, and homeless communities

•	 Time-dependency of the population densities.
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This step involves reviewing a map of the population densities of where 
people live, focusing on the densities of the population on a typical workday. 
These consist of locations such as downtown businesses, manufacturing facilities, 
schools, and public buildings. Analysis maps the densities of the population that 
cannot readily evacuate or have inadequate shelter-in-place options. This includes 
hospitals, nursing and long-term care facilities, and homeless/transient popula-
tions. Lastly, population densities of the entire population should be determined 
by day and hour. 

Support for population analysis beyond local records can be found at the 
IPUMS (originally Integrated Public Use Microdata Series) National Historical 
Geographic Information System (NHGIS) [IPUMS 2022]. This is a free public da-
tabase for determining population data. 

Critical Sites and Venues
Important community sites/venues and critical population concerns related to 
dense public gatherings and critical functions/sites in the community should be 
identified. Population density is the main contributor to potential casualties and 
worst-case planning should include venues that congregate people together, im-
pair the ability of emergency responders to react to the incident, provide a means 
to expand the incident’s impact (such as a contaminated water supply), or affect a 
low-income or vulnerable population that would have trouble sheltering in place 
and/or evacuating efficiently.

List of critical sites and venues

A list of critical sites and venues should be developed using the criteria listed in 
Section 2.5. Examples of sites and venues that should be considered are listed in 
Table 1.

Table 1. Critical sites and venues.
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Prioritization of the sites and venues should be subsequently conducted that 
is initially based on the role in an emergency response. For example, hospitals are 
critical to the treatment of persons impacted by a chemical release. A treatment 
facility located within the plume of a chemical release could be limited in their 
ability to provide appropriate care due to issues of contamination. Alternatively, 
municipal buildings, integral to the coordination and management of a response, 
would likely have continuity of operations (COOP) protocols in place that would 
provide them with an ability to quickly re-locate and continue the emergency op-
erations coordination. Hospitals do not have the ability to re-locate operations re-
sulting from the need for in-house treatment resources and an existing vulnerable 
patient population.

Enabling Factors
Enabling factors include what data is available to a community to support emer-
gency management planning in terms of meteorological and disaster data, previ-
ous accidents/incidents, understanding HC system vulnerability, and unknown 
accidental or intentional HC release.
Weather history and current data sources

All aspects of weather can affect a HC release. Wind can move the HC over a wider 
population, precipitation can help or hinder the HC release, and temperature can 
have an impact both on the frequency of accidents occurring and on the severity 
of the accident. Near term risk assessment can use weather predictions from nu-
merous sources. Most sources rely on the U.S. National Oceanic and Atmospher-
ics’ (NOAA) National Weather Service (NWS) [NOAA 2022].

Wind data

Wind is a major factor that affects a chemical release. When a chemical release oc-
curs, local weather can be monitored through the nearest NWS site online. Plan-
ning for chemical release response needs weather data that predicts what winds 
will be like at the accident site on the day of the accident scenario. A wind rose is 
a good resource for planning where winds will likely move the chemical plume on 
any given day. Information includes wind speed (average and percentage of cate-
gory), direction, and frequency of calm days (Figure 10). The Midwest Regional 
Climate Center (MRCC) at Purdue University, in cooperation with NOAA has 
a database of wind roses and other climate information on its cli-MATE data-
base application [MRCC 2022] which lists temperature, wind, and precipitation 
records for all National Weather Service stations (see Figure 10). Cli-MATE re-
quires a free registration. A wind rose dataset also resides at the US Department 
of Agriculture’s Natural Resources Conservation Service National Water and Cli-
mate Center [USDA NRCS 2022]. This dataset provides prevailing winds for each 
month for selected cities.
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Figure 10. cli-MATE wind rose example from Purdue University and NOAA database 
(MRCC 2022).

Figure 11.  Temperature effects on temperature sensitive industrial accidents 
(Page, L., and S. Sheppard 2019).



A Risk-Informed Community Framework for the Assessment of Chemical Hazards

155

Air temperature data

Human factor heat-related accidents are a documented hazard. According to re-
search performed by Massachusetts Institute of Technology and Williams College 
[Page, L., and S. Sheppard 2019] a 105°F day causes 38.6% more workplace acci-
dents in “temperature sensitive industries” than a day between 65-70°F (see Fig-
ure 11). Chemical industrial workplaces tend to be outdoor activities for fueling, 
transportation, and many production site tasks. Generally, accident frequencies 
are less in colder temperatures. Further, some hazardous chemicals are affected 
by temperatures, for example see the chemical SDSs [Chemical Safety 2022] for 
the effects of ambient air temperature and surface temperatures on chemicals of 
interest. 

There are many resources for determining the expected temperatures for 
planning purposes. Most resources rely on the NWS.

Precipitation data

Precipitation can have positive or negative effects on chemicals of interest. Consult 
the chemical of interest’ SDS. Precipitation averages for month/day can be found 
through many resources. Again, most of these resources rely on data from the NWS.
Historical information of disasters or critical infrastructure failures in the 
community

News sources and research can be used to gather information on prior CI systems 
failures and other disasters in the community of interest and in any representative 
community with similar infrastructure. These events directly affect the potential 
for HC release. A database listing should include:

•	 Location

•	 Date

•	 CI type

•	 Specific causes and effects.

The information gathered to apply to chemical accident scenarios can be used, 
such as:

•	 Transportation accidents that could happen to a chemical carrier

•	 Failure of CI that could affect chemical storage, transportation, or use

Lessons learned and applied from the research can be documented. This in-
cludes what physical structures or processes changes were proposed following the 
CI failure that were meant to prevent a re-occurrence. The HC release planning 
and response team should answer the following questions:
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•	 Were these changes implemented? 

•	 What is the current state of these structures and processes and how does that 
affect HC release?

•	 What physical structures or processes changes do the chemical incident plan-
ners and responders recommend safeguarding chemicals from these accidents?

Historical information of HC accidents and near misses in the community

News sources and research can be used including national and international data-
bases of industrial accidents to list HC accidents that are applicable to the commu-
nity of interest. The U.S. Chemical Safety and Hazard Investigation Safety Board 
(CSB) lists current and closed investigations reports on their website [CSB 2022]. 
Search by city, state, or incident type. 

France’s Bureau for Analysis of Industrial Risks and Pollutions (BARPI) 
from Analysis Research and Information on Accidents (ARIA) international in-
dustrial accident database has nearly all the U.S. accidents and a vast array of inter-
national accidents as well [BARPI ARIA 2022]. Type in the keyword in the search 
box on the top of the page, for instance “anhydrous ammonia” to find reports (see 
Figure 12).

Figure 12. BARPI ARIA database example output for anhydrous ammonia 
(BARPI ARIA 2022).
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Terrorism Precursors
Hazardous chemical releases and biological toxins have been used in high-profile 
terrorist acts such as the 1994-95 Tokyo subway sarin gas attacks, the 2001 US an-
thrax attacks, and the 2014 Chicago chlorine attack at a convention. How can local 
communities help prevent such occurrences? A common thought is that we rely 
on our state, federal, and even international law enforcement agencies to monitor 
the bad guys and let us know when they may be up to something. While this is 
true, it is important to recognize these larger well-equipped organizations rely on 
local community citizens and first responders to report something that may be 
suspicious.

Every state and most territories have set up “fusion centers” in cooperation 
with DHS. The fusion center’s purpose is to create two-way communication and 
cooperation for threat-related information between DHS and state, local, tribal, 
territorial, federal, and private sector partners. One of the functions of the fusion 
center is to help quantify chemical threat levels primarily through a “see some-
thing, say something” approach.

To use fusion centers to their full advantage it is helpful to know what should 
be looked for. Terrorism, by design, has several precursors that law enforcement 
has found useful to monitor. What to watch out for in your community starts with 
the basics presented by DHS in their informational graphic on “see something, say 
something” (Figure 13) [DHS 2022].

The International Criminal Police Organization (INTERPOL) offers a data-
set of profiles of people and entities associated with chemical, biological and im-
provised explosive device activities to member countries, including the United 
States, through Project Watchmaker [INTERPOL 2022a]. This is information that 
would usually be passed from INTERPOL to the Federal Bureau of Investigations 
(FBI) or DHS to the state fusion center to the community planners/first respond-
ers. INTERPOL also offers training videos such as one encouraging first respond-
ers to not operate in professional silos and cooperate through their Project Litmus 
video [INTERPOL 2022b]. 

Further training in spotting terrorist precursors is offered by the Federal 
Bureau of Investigations through videos on spotting suspicious retail sales, chemi-
cal laboratory security awareness, and others. Visit the FBI website at http://www.
fbi.gov and search for “spotting terrorist precursors” for an extensive list. New 
Mexico Technical College offers DHS sponsored training on prevention and re-
sponse to terrorist activities for first responders [NMT 2022]. 

These courses are not specifically directed at a chemical terrorist threat, but 
many common lessons can be learned.
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Results: Scenarios Leading to a Release

A key modeling step in risk assessment is the identification of chemical accident 
scenarios. This modeling of “what can go wrong?” follows the systematic iden-
tification of hazards, associated IE, and grouping of individual causes into like 
categories. In general, accident scenarios are the result of an upset condition, or 
IE, and the consequences following the upset condition. Note that IEs may lead 
directly to undesirable outcomes (a chemical release) or may require additional 
mitigative failures prior to reaching a negative outcome.

For the chemical hazard under consideration, the IEs that are evaluated are 
those that potentially may result in the undesired outcome of interest. Previously, 
we described the concept of a “scenario” showing how adverse consequences lead-
ing to a spectrum of consequences might occur. In this scenario representation, 
hazards may impinge on a community in different ways:

•	 They may provide enabling events (i.e., conditions that provide the opportuni-
ty to challenge mitigative systems, potentially leading to an accident)

Figure 13. DHS infographic on recognizing the signs of potential  
imminent terrorist activity (DHS 2022).
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•	 They may affect the occurrence of IEs

•	 They may defeat mitigating systems

•	 They may fail to reduce the consequences of mitigating system failures.

Communities are safe because, while hazards do exist, IEs do not occur very 
often. In addition, even if a chemical hazard does lead to an IE, mitigative systems 
(e.g., protective systems, building containment, and evacuation) typically work to 
some degree. Nonetheless, it is the goal of a risk assessment to assess hazards and 
provide a systematic approach to understanding, managing, and mitigating haz-
ards that may exist in a community.

Identification and Ranking of Initiating Events

An exhaustive list of IEs should be considered when beginning scenario assess-
ment. The planning team should brainstorm to identify as many IEs as possible 
that could cause the undesired outcome (a HC release), as follows:

•	 Types of accidents that can generate an IE list:

•	 Static leakage

•	 Inventory storage, tank configuration, HC present in equipment, 
etc.

•	 Handling, fueling

•	 Transportation

•	 Highway, rail, air, pipeline, and waterway

•	 Intentional release

•	 Sprayed in air, added to water, detonated, etc.

Another approach to identifying IEs is through an Accident Event Sequence 
Diagram (AESD). The AESD is essentially a flowchart, with paths leading to dif-
ferent outcomes. A good example of an AESD is provided by the Canadian gov-
ernment’s Road Safety at Work website [RSW 2019] (Figure 14). Note that when 
building an AESD it is good to start at the event and work backwards to define the 
IEs that caused the event. When all paths are complete there will be a list of IEs 
that can happen individually or must happen in sequence to consider.

Once an exhaustive list of IEs is created, there are several things to consid-
er when determining what IEs to include in scenarios leading to a release. The 
most critical factors to consider are the frequency estimation and the severity of 
the HC release. 
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Likelihood of a Release
The likelihood (frequency estimation) of the occurrence of an IE should be as ac-
curate as possible. Frequency estimations can come from various sources. When 
multiple events must occur for the accident to happen, such as in Figure 14, the 
overall frequency must be determined. A planning engineer can apply a quantita-

Figure 14. Accident Event Sequence Diagram example using a traffic accident 
(RSW 2019).

Figure 15. Inputs to frequency estimation.
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tive (numeric) approach to calculate or estimate a frequency estimation from in-
dustrial accident databases, transportation accident databases, academic, industry, 
or national laboratory reports and papers. The planning team can also use a more 
qualitative (non-numeric) approach by performing expert elicitation of the com-
munity planning team which includes first responders, and possibly other subject 
matter experts. An IE might have inputs from one or more of the quantitative or 
qualitative sources (Figure 15). While there are mathematical ways such as Bayes-
ian analysis [Kelly, Dana, and Curtis Smith 2014] to weigh the impact of the inputs 
of all sources, it is not an absolute necessity. The planning team can use expert 
opinion on all gathered information to rank the frequency of the IE. The degree of 
quantitative versus qualitative analysis is up to the planning team.

Consequences of a Release
The most prominent component of consequence of a HC release is the severity 
(quantity, toxicity, and volatility). The severity of the HC release is determined 
and should be available from the chemical inventory step, which should provide 
a ranked order of the HCs available for use. The planning team should review the 
severity of the HC released for this step and account for the following to determine 
the consequence of the scenario:

•	 Location

•	 Weather

•	 Mitigations available

•	 Long-term effects

•	 Exposure banding.

The process of exposure banding helps to expand on the original toxicity/
volatility assessment used in the severity assessment. Exposure banding as intro-
duced by National Institute for Occupational Safety and Health [Lentz, T J, C Whit-
taker, L T McKernan, and M Seaton 2019, 132] is expanded somewhat to allow 
for unknown chemicals that would potentially reside outside of the occupational 
exposure bands but be defined by the effects noted in the exposed individuals (tox-
idromes). There are three classes of HC: known with documented upper exposure 
limit (UEL) and lower explosive concentration limit (LEL), known where UEL 
and/or LEL are not documented, and unknown HC where only the toxidromes are 
observed. All these HCs are defined in the chemical inventory step. The planning 
team will use the scenario built to determine the consequences based on the HC, 
the severity in the scenario, and the ability to mitigate the event based on resourc-
es, location, weather, short- and long-term effects (Figure 16).
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Ranking Scenarios
It is important to rank scenarios because it is unlikely that all scenarios can be 
assessed and planned for. By ranking the scenarios, the team is planning for those 
of highest risk. The planning team will use the frequencies of occurrence and the 
consequence evaluation when ranking the scenarios. Ideally, the highest ranked 
scenarios would be addressed through tabletop exercises with planning and emer-
gency response teams. Lower risk scenarios not chosen for ranking, should they oc-
cur, would benefit from tabletop exercises performed on the higher risk scenarios.

Risk management, while not a focus of this paper, is the logical conclusion 
of the scenario evaluation. Those hazardous situations that have high risk should 
be considered for prevention (where possible) and then a community-level miti-
gation that is commensurate with the risk level.

Conclusion

The DRICAT framework for community HC and chemical risk assessment was 
presented. DRICAT is a framework and is not intended to mandate specific ways to 
perform each of the three steps, nor is it meant to recommend any specific software 
or other tool. For instance, there are many methods to elicit expert opinion and it is 
up to the planning team to decide which is best for them. There are many sources of 
weather data, chemical data sheets, accidentology information, etc. The framework 
draws from publicly available sources referenced throughout the article.

DRICAT is focused on planning for HC accidents. The technique quanti-
tatively and/or qualitatively determines the frequencies and consequences of the 

Figure 16. Consequence evaluation flow chart.
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accidents to determine what are the most important scenarios to further investi-
gate through tabletop exercises with community planning and emergency response 
teams. The intent of DRICAT is to increase community awareness of the location’s 
chemical risk inventory, vulnerable sites and populations, and the publicly available 
resources available for assessing the risk of a HC accidental or deliberate release.

Acknowledgements and Funding

Research reported in this publication was supported by the Countering Weapons 
of Mass Destruction Office of the U.S. Department of Homeland Security under 
award number 70RWMD21K00000011 . The content is solely the responsibility of 
the authors and does not necessarily represent the official views of U.S. Depart-
ment of Homeland Security. Neither the U.S. Government, nor any agency there-
of, nor any of their employees makes any warranty, express or implied, or assumes 
any legal liability or responsibility for the accuracy, completeness, or usefulness of 
any information, apparatus, product, or process disclosed, or represents that its 
use would not infringe privately owned rights.

Acronyms and Abbreviations

AESD  accident event sequence diagram
ARIA  Research and Information on Accidents
BARPI France’s Bureau for Analysis of Industrial Risks and Pollutions                                 

Analysis
CFS  Commodity Flow Study
CHEMM Chemical Hazards Emergency Medical Management
CI  critical infrastructure
COOP  continuity of operations
CSB  The U.S. Chemical Safety and Hazard Investigation Safety Board
CSDS  chemical safety data sheet
DHS  U.S. Department of Homeland Security
DOT  U.S. Department of Transportation
DRICAT Data and Risk-Informed Chemical Assessment Technique
EEI  Essential Elements of Information
EPCRA Emergency Planning and Community Right-to-Know Act
FBI  Federal Bureau of Investigations
FEMA  Federal Emergency Management Agency



Journal of Critical Infrastructure Policy

164

HC  hazardous chemical
HID  hazard identification diagram
HM  hazardous material
IE  initiating event
INTERPOL The International Criminal Police Organization
LEL  lower explosive concentration limit
LEPC  Local Emergency Planning Committee
MLD  master logic diagram
MRCC  Midwest Regional Climate Center at Purdue University
NOAA  U.S. National Oceanic and Atmospheric Administration
NWS  U.S. National Weather Service
SERC  State Emergency Response Commission
UEL  upper exposure limit

Capsule Author Bios

Curtis L. Smith, Ph.D. is the Director for the Idaho National Laboratory Nucle-
ar Safety and Regulatory Research Division. Prior to taking a leadership role as 
Division Director, he led several risk-informed activities including: the Risk-In-
formed Systems Analysis (RISA) Pathway under the DOE Light Water Reactor 
Sustainability Program; the NRC’s SAPHIRE risk analysis software development; 
the NASA Safety Mission Success project at INL; the Risk Integration and Uncer-
tainty Working Group for the NASA Interagency Nuclear Safety Review Panel for 
both the Mars 2020 and Mars Science Laboratory missions. Dr. Smith has been 
at INL for 31 years and has published over 275 papers, books, and reports on risk 
and reliability theory and applications. He holds a Ph.D. in nuclear engineering 
from MIT.

Kurt G. Vedros is a lead risk assessment engineer for Idaho National Laboratory’s 
Nuclear Science and Technology division Reliability, Risk, and Resilience Sciences 
department. He has 26 years of experience in reliability and risk engineering with 
an emphasis on electrical, chemical, and nuclear power plant-based systems. He 
has applied probabilistic risk assessment to high-risk electrical grids for the De-
partment of Defense and other customers. His current research interests include 
Bayesian inference applications for parameter estimations and environmental risk, 
artificial intelligence and machine learning, and novel electrical grid risk metrics. 
Kurt received his Associates of Electrical Engineering Technology from the Com-
munity College of the Air Force in 1992, completed Reliability Engineering In-



A Risk-Informed Community Framework for the Assessment of Chemical Hazards

165

stitutes I & II at University of Arizona, USA in 1996, and he received a Bachelor 
of Science degree in Nuclear Engineering from Idaho State University, Pocatello, 
Idaho, USA in 2007. 

Kenneth F. Martinez is a Certified Industrial Hygienist and Environmental En-
gineer with experience in leading and conducting large-scale research; managing 
programs in occupational safety and health, and emergency response; and creat-
ing and teaching professional development courses. He brings 33 years of CDC 
expertise in the area of hazardous agent exposure characterization and mitigation 
control practices in the manufacturing and healthcare industry. Ken is a recog-
nized subject matter expert in biological agents including infectious disease and 
bioterrorism agents. Over a nine-year period for CDC, he served in numerous 
emergency response field leadership roles including the World Trade Center col-
lapse, anthrax, SARS, multi-drug resistant TB, hurricane emergency responses 
(Katrina and Wilma) and the Deep-Water Horizon oil spill. As a subject matter 
expert on biological threat agents, Ken provided counsel and leadership to se-
nior management of other federal agencies including providing testimony before 
a congressional sub-committee on Capitol Hill, presenting before senior leaders 
of the OSTP, GAO, USPS, DHS, EPA, and FBI and serving on a CDC team tasked 
to provide responses and a strategic plan to the Pandemic and All-Hazards Pre-
paredness Act (PAHPA). During 2009, the H1N1 pandemic, Ken coordinated and 
directed education through media communication to over 600 Cincinnati NIOSH 
staff. His research efforts in bioaerosols have resulted in 38 peer-reviewed journal 
articles and book chapters; 32 NIOSH technical reports; over 100 technical presen-
tations at scientific meetings; and courses on bioaerosols targeted at the local, state, 
and national level. From 2013 to 2020, he supported DHS as a contractor for a na-
tional airborne biodetection system serving as a Jurisdictional Coordinator for two 
jurisdictions, as an Environmental Assessment (EA) team lead and as a Field Oper-
ations team lead. Subsequently, he provided contract support to FEMA CBRN and 
FDA. He currently serves as a Senior Critical Infrastructure Analyst for Idaho Na-
tional Laboratory and concurrently operates as an executive officer for a non-profit 
created to provide support of COVID-19 pandemic response efforts nationally.

David G. Kuipers is a critical infrastructure cyber security engineer for Idaho 
National Laboratory’s National and Homeland Security division. David received a 
Bachelor of Science in Technology from the University of Idaho, Moscow, Idaho, 
USA in 2002. He has 45 years’ experience working in process systems working in 
nuclear systems in operations and engineering, and engineering design of indus-
trial control systems (ICS) in nuclear, electrical, and water process applications. 
He developed a strong background in critical infrastructure systems and oper-
ations. David was the Program Manager for the INL National SCADA Test Bed 
program working with the largest electrical ICS vendors and industry operators, 
testing cybersecurity, and supporting vendor systems improvements to strengthen 



Journal of Critical Infrastructure Policy

166

the US power grid. Most recent years he has been working directly with multi-sec-
tor entities to evaluate yber/physical systems-of-systems weaknesses to improve 
security posture.

References

BARPI ARIA. 2022. The ARIA Database. La référence du retour d’expérience 
sur accidents technologiques. https://www.aria.developpement-durable.gouv.fr/
the-barpi/the-aria-database/?lang=en.

Chemical Safety. 2022. Free Safety Data Sheet Search. Chemical Safety. https://
chemicalsafety.com/sds-search.

CHEMM. 2021a. Toxic Syndromes/Toxidromes. Chemical Hazards Emergency 
Medical Management. U.S. Department of Health and Human Services. https://
chemm.hhs.gov/toxicsyndromes.htm.

CHEMM. 2021b. CHEMM Toxidrome Cards. Chemical Hazards Emergency Medi- 
cal Management. U.S. Department of Health and Human Services. https://chemm.
hhs.gov/toxidrome_cards.htm.

CISA. 2022. Chemical Security. Cybersecurity & Infrastructure Security Agency. 
https://www.cisa.gov/chemical-security.

CSB. 2022. Chemical Accident Investigations. U.S. Chemical Safety and Hazard In-
vestigation Safety Board. https://www.csb.gov/investigations.

DHS. 2010. DHS Risk Lexicon. Washington, DC: Department of Homeland Secu-
rity.

DHS. 2015. Chemical Sector Specific Plan. Washington, D.C.: U.S. Dept. of Home-
land Security.

DHS. 2022. Recognize the Signs. U.S. Department of Homeland Security. https://
www.dhs.gov/see-something-say-something/recognize-the-signs.

EPA. 1999. How Safe Am I? Helping Communities Evaluate Chemical Risks. Envi-
ronmental Protection Agency.

EPA. 2022a. Protecting Communities from Chemical Accidents: Emergency Plan-
ning and Community Right-to-Know Act. Environmental Protection Agency.  
https://www.epa.gov/epcra/protecting-communities-chemical-accidents-emerg 
ency-planning-and-community-right-know-act.

https://www.epa.gov/epcra/protecting-communities-chemical-accidents-emergency-planning-and-community-right-know-act
https://www.epa.gov/epcra/protecting-communities-chemical-accidents-emergency-planning-and-community-right-know-act


A Risk-Informed Community Framework for the Assessment of Chemical Hazards

167

EPA. 2022b. EnviroAtlas. Environmental Protection Agency. enviroatlas.epa.gov/
enviroatlas/interactivemap.

FEMA. 2013. National Incident Support Manual. Washington, D.C.: U.S. Dept. of 
Homeland Security. Federal Emergency Management Agency.

INTERPOL. 2022a. Project Watchmaker. The International Criminal Police Or-
ganization – INTERPOL. https://www.interpol.int/en/Crimes/Terrorism/Chemi 
cal-and-Explosives-terrorism/Project-Watchmaker.

INTERPOL. 2022b. Project Litmus. The International Criminal Police Organi-
zation – INTERPOL. https://www.interpol.int/en/Crimes/Terrorism/Chemical- 
and-Explosives-terrorism/Project-Litmus.

IPUMS. 2022. IPUMS NHGIS: Version 15.0. IPUMS. https://www.ipums.org/proj 
ects/ipums-nhgis/d050.v15.0.

Kaplan, Stanley, and B. John Garrick. 1981. On the Quantitative Definition of Risk. 
Risk Analysis 1, no. 1 (1981): 11–27. https://doi.org/10.1111/j.1539-6924.1981.tb013 
50.x.

Kelly, Dana, and Curtis Smith. 2014. Bayesian Inference for Probabilistic Risk As-
sessment: A Practitioner’s Guidebook. Springer London Ltd.

Lentz, T J, C Whittaker, L T McKernan, and M Seaton. 2019. The NIOSH Occu-
pational Exposure Banding Process for Chemical Risk Management. Vol. 132. Cin-
cinnati, OH.: Department of Health and Human Services, National Institute for 
Occupational Safety and Health, 2019. https://doi.org/10.26616/NIOSHPUB20

MRCC. 2022. Cli-Mate: MRCC Application Tools Environment. Midwest Regional 
Climate Center, Purdue University. https://mrcc.purdue.edu/CLIMATE.

National Academies of Sciences, Engineering, and Medicine. 2011. Guidebook 
for Conducting Local Hazardous Materials Commodity Flow Studies. Washington, 
D.C: The National Academies Press.

NMT. 2022. New Mexico Technical University Counterterrorism First Responder 
Training. DHS Sponsored First Responder Training - Respond. New Mexico Tech-
nical College. http://www.emrtc.nmt.edu/training.

NOAA. 2022. National Weather Service. U.S. Department of Commerce. https://
www.weather.gov/.



Journal of Critical Infrastructure Policy

168

OSHA. 2012. Hazard Communication Standard: Safety Data Sheets. U.S. Occu-
pational Safety and Health Administration, Communication Brief 3514. https://
www.osha.gov/sites/default/files/publications/OSHA3514.pdf.

OSHA. 2013. Hazard Communication Standard: Labels and Pictograms. U.S. Oc-
cupational Safety and Health Administration, Communication Brief 3636. https://
www.osha.gov/sites/default/files/publications/OSHA3636.pdf.

Page, L., and S. Sheppard. 2019. Heat Stress: Ambient Temperature and Workplace 
Accidents in the US. Massachusetts Institute of Technology, Williams College, 2019.

RSW. 2019. Step 3: Map the Sequence of Events: Road Safety at Work. Road Safety 
at Work, Justice Institute of British Columbia. https://roadsafetyatwork.ca/tool-
kits/investigating-motor-vehicle-incidents/conducting-mvi-investigations/step-
3-map-the-sequence-of-events/.

STB. 2022. Rail Service Data. Surface Transportation Board. https://www.stb.gov/
reports-data/rail-service-data.

USDA NRCS. 2022. Wind Rose Resources. U.S. Department of Agriculture Na-
tional Resources Conservation Service. https://www.nrcs.usda.gov/wps/portal/
wcc/home/climateSupport/windRoseResources.




